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Professional Services

CMMC 2.0 Readiness Assessment

Access an elite team of CMMC Registered Practitioners that can help you navigate the
compliance journey and build a resilient and compliant.cybersecurity program.
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Service Description

American Cyber’s Cybersecurity Maturity
Model Certification (CMMC) 2.0 Readiness
Assessment provides organizations with an

Key Benefits

CMMC Compliance: Ensure your
organization meets the

necessary requirements for
industry frameworks and best practices. CMMC certification.

evaluation of their security posture against

Identify Gaps: Pinpoint areas
where your cybersecurity
practices need improvement.

This service delivers a comprehensive review of
the organization's current cybersecurity

practices alighed with CMMC.
Improve Security: Strengthen
your overall security posture by

) Lo . ] addressing identified
analysis of existing policies, procedures, risk weaknesses.

It includes interviews with key stakeholders, an

management processes, and technical controls.
Boost Confidence: Increase
stakeholder confidence in your

Based on the findings of the gap assessment, .
cybersecurity measures.

the organization will receive detailed reports on

potential areas of risk and recommendations Reduce Risk: Minimize the risk
of cyber threats and data
breaches by proactively
addressing vulnerabilities.

for addressing those risks to achieve full
compliance.



https://www.americancomputersecurity.com/contact
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A Primer to CMMC

CMMC is an effort to address the security gaps that exist in the

Defense Industrial Base (DIB). It's a compliance program designed
to protect the integrity of our military by protecting information
that could be used against our country during a conflict.

Did you know that the F-35 Lightning Il was developed with contributions
from over 1,900 suppliers?

The F-35 Lightning 2 is currently the most advanced fighter jet ever built. Many of the companies
within the Defense Industrial Base (DIB) produce widgets that go into this advanced aircraft. These
businesses may possess sensitive information on the design specifications and components of this
military aircraft that make them an ideal target for cyber attacks.
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Our Process

American Cyber follows a staged approach that
includes, but is not limited to, the following steps:

e Information Collection

e Stakeholder Interviews

e NIST Gap Analysis

e Risk Prioritization

e Guided Remediation

* Remediation Action (Optional)
e Service Reporting

What's Included

NIST Gap Analysis Report

CMMC Risk and Remediation Report

Plan of Action & Milestones (POA&M)

System Security Plan (SSP)

CMMC Executive Presentation

Comprehensive Remediation Guidance

[Optional] American Cyber Professional Services
Security Engineering and Architecture Services (SKU: PRO-SEAS) at $200 per Hour.
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A FRICTIONLESS SECURITY JOURNEY

Access a top ranked team of security professionals that deliver a
frictionless security journey to support your business so that you can
focus on what you do best. -

Benefit from our unique approach that we call Security Program' .
Orchestration (SPO) that is producing returns of upto 10x for every®

dollar invested in your security program. rile o
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American Cyber is on a mission to build resilient and compliant
cybersecurity programs for small businesses.

I Get Started

Location Contact Us
. 30 N-Gould St +1(307) 218-7843 Ext. 1
Suite 7614 sales@americancomputersecurity.com
g Sheridan, WY'82801 Www.americancomputersecurity.com
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